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Forensic Examination Leads to Perjury Investigation
Bryant et al v. Chicago Public Schools, et al

2009 U.S. Dist. 2008 WL 4966589 (N.D. Hlinois February 12, 2009)

Forensicon was jointly retained by
Plaintiff and Defendants to provide
computer forensic expert services.
Its analysis and testimony provided
information which proved crucial to
the opinions set forth by the Court.

Defendant Gardner submitted a
printed copy of a letter dated
September 28, 2007. This letter
purportedly contained information
in opposition to one or more of
Pl aintiffds cl ai
Defendant Gardner also submitted

a sworn declaration under penalty
of perjury pursuant to 28 U.S.C. §
1746 that he received said letter
on that date.

Forensicon created and analyzed a

forensic image of Ga
computer and located the letter
within the forensic image. The
metadata from within the file
contradicted the sworn testimony
of Gardner.
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An Ounce of Prevention
Protecting Your
Secrets and Intellectual Property

There i s an
ounce of prevention is worth a pound
of cure. o Wh e n

protection of trade secrets and/or
intellectual property, this is doubly
true. Many companies are being
forced by legislation or contract to
implement an effective incident
response plan; the truly wise also
consider preventing incidents in the
first place.

One of the most common sources for
network incidents
greatest asset: its employees. When
employees become unhappy, bad
things can happen. When appropriate
IT policies are enacted, companies
can prevent many of these incidents
from happening in the first place. The
following are a few simple policies
and actions for companies to
consider.

(Continued on page 2)

A Decade in Review

C éarepsicon \PréssientlLeea\@ubdecker Looks Back as
Forensicon Celebrates its Ten Year Anniversary

adage Atdeamde agoa \ spacked nmy

belongings into a rented U-Haul

i tand cheadeds froin o Bostoh eto

Chicago. The new millennium had
just begun and optimism was at an
all time high. | had just left
Lycos.com as the group product
manager for interactive online
social networking products. |
entertained the idea of going to
work for Akamai, the internet
content caching company, as well

as for, Google, at the time a
deci ded to start
BuzzBolt.com, Inc. | founded the

company in the winter of 2000 on
a cold, snowy day while sitting in a
Chicago coffee shop.

My original aim was to help people
communicate event listings and to
provide a content syndication
service to old and new media
websites.

www.forensicon.com
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Lee Neubecker, circa 2000

Enva?elk/ Fel co?npaﬁy m&e%d“Yf’ﬁ was soon joined by Jeanne

Heydeclewand Bd. McOlan® who
believed in our quest for venture
funding. We developed web based
tools that gave the non-techie the
ability to easily publish website
content. Our offices were in the
Lakeview neighborhood of
Chicago. Back then, my commute
to work was just a few minutes.

(Continued on page 2)
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A Decade in Review
- Continued from page one

Unfortunately, not too long into 2000,
the .com tech bubble began to deflate,
resulting in a rapidly changing market for
venture capital funding of unproven ideas. We
decided to refocus our software into a service
offering for the legal market and began
developing law firm websites with dynamic
components that allowed marketing staff of
law firms to post and manage bios, new
releases, articles and other list type content.

Following 9/11, our company experienced
severe hardship as corporations stopped
spending money on marketing services and competition
from web service providers based out of India drove
prices down on web consulting services. Fortunately, a
client called us in early 2002 to ask if we knew anyone
who would be able to help them search and sort
through emails for a |t
thought. Litigation had just begun a mass move in
discovery from paper documents to electronically stored
information. The first downturn in the economy since
the widespread adoption of email as a key form of
communication would surely drive this industry into
growth regardless of the economic climate.

Lee Neubecker today

In 2003, the Enron litigation saga continued
driving the market. Convinced of the
permanence of the demand for computer
forensics and eDiscovery services, we changed
our name to Forensicon, Inc.

2004, 2005 and 2006 were periods of rapid
growth and court room victories. We outgrew
our offices on multiple occasions. After several
moves, Forensicon relocated to its current
4000 sq. ft. home in the downtown Chicago
Loop. Our staff began to receive widespread
recognition in the press and court rooms as
specialists in the trade secret misappropriation field.

In 2007, Forensicon brought in outside expertise to help
revamp and upgrade its corporate marketing collateral
and branding. The 1|1 ook
keting. are_key achjevements af th r jalso
bn@'?eact:rarﬁegglq foster a&hqer%o'yt\'/vo childﬁer'% l':i‘g;resgeé tékrede'aéd
four. Adaptation to a new sleep cycle was required!

One of our longstanding investigation matters went to
trial in 2008 and a Wisconsin jury returned a state
record $147M award verdict on behalf of our client.

(Continued on page 4)
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An Ounce of Prevention
- Continued from page one

Di sabl e-mhbawntt@® on
computers. A Au-mo u nt
describes the process by which a
computer automatically makes a
connected device accessible for
someone to use. For example, if a USB drive is
connected to a Windows XP computer, the computer will
mount the drive and assign it a drive letter. This makes
it easy for a user to access the file data within the drive,
and also makes it possible for data to be copied to/from
the drive. By disabling this functionality, a user may
connect a device to their computer, but will be
prevented from transferring data between the device
and the corporate network. Other operating systems
have similar functionality even though they may call it
by different names. The goal is to change settings so
that a user cannot connect and use a storage device
without IT department approval.

Di sabl e-rfuamwt own wuser
describes the process that occurs when a user inserts a
CD or DVD into a computer. The computer reads the
files on the disk, and an EXE file (or similar) directs the
computer to launch a specific application.
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A malicious program could be programmed to run by
simply inserting a CD. Disabling the auto-run capabilities
of a computer would reduce the chances of an
Afaccidental 0 usage of sof
disc.

Regulate usage of email and webmail accounts.
User email data should be stored on a server that is
backed up regularly. Companies may also prohibit the
usage of webmail including web-based email services
such as MSN, Yahoo, and Google. Webmail is a common
way for users to transfer sensitive company file data
outside of the company.

Audi t usersbo
a usero6s computer can rev
allow a company to nip a problem in the bud. For
example, reviews of Windows registry data can reveal
connections of storage devices. Any devices which are
not company property may be suspect and require
further review. A regular audit of a system is a good
way to make sure that policies are enforced. A
&ompetent forensic expert can review an image for any
Specifi¢ policy concerns that your company might have.
Forensicon specializes in tailoring a review process
which ranges from forensic preservation to reporting,
and uses industry-standard tools and methodologies
which stand up in court when needed.

www.forensicon.com
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Scott Jones Earns Masters Degree

Forensicon congratulates Sr.
Forensic Examiner Scott Jones on
his graduation with honors from
The John Marshall Law School in
Chicago. He was awarded the
Master of Science in Information
Technology and Privacy Law
degree in January 2010.

i My studi es hav
understanding the constraints
under which my clients endeavor
to represent their clientele. Issues
related to a partyods

privac
arise when attorneys are selecting a neutral expert for
eDiscovery and forensic engagements. My education
helps me to better understand client concerns and to
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Jones chose John Marshall for a number of reasons,
including its history of academic independence and
excellence, as well as its history of breaking ground on
new curricula ahead of other academic institutions.
AJohn Marshall is widely r
vanguard of | egal theory an
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Liz Schuller Joins Forensicon

Forensicon is pleased to welcome
Liz Schuller as its new Office
Manager.

Schuller joins Forensicon from
Goldbloom & Associates where she
served as project manager, data
analyst, and office manager.

Schul graduated from the
University of Michigan Ann Arbor
with a Bachelor of Arts in
French. During Ms. Schuller's
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Schuller is an active member of Anshe Emet Synagogue
where she serves on the Young Adult D|V|S|on Board

Forenswgnh PreS|denthLee Neubecker stated "I
pleased to have Ms. Schuller join the Forensicon
team. Ms. Schuller is an important addition to our team
of professionals and will help to move the company
forward in its growth initiatives into 2010 and beyond."
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Forensic Examination Leads to Perjury Investigation

- Continued from page one

The metadata indicated that the
letter was both created and
printed on October 18, 2007,
after the Plaintiff filed this
litigation. For this reason, the
determined that Gardn

The Court opined that because the letter was created
and printed after the start
own computer, it strongly suggested that Gardner knew
his statement to be false. The Court ordered Gardner to
show cause as to why the Court should not refer this
matter to the U.S. Attorney for potential prosecution.

On February 12, 2009, Judge Ruben Castillo filed an
order referring the matter over for further investigation.

Court

The Court additionally opined that the Defendants failed
to preserve evidence because Gardner continued to use
his laptop computer for well over two months after the
onset of litigation.

During the time prior to forensic preservation, multiple
file entries were deleted and subsequently overwritten
during a notable spike in activity, making them
unrecoverable. System processes such as
defragmentation also ran during this time period.
2h8sScihpteledteW®enhe! HGone
occurred if Gardner had stopped using the laptop, or if

D eoff e ntdhaen tl1Gist | aytatt 0o rome yon IGad de e m
of the laptop from him and made an imaging of the
computerds contents, i mmedi
filed. O

The Courtdés opinion underscor
full forensic images in as timely a manner as possible.

The outcome of this case demonstrates the need for
competent, court-experienced computer forensics

experts to oversee the preservation, analysis, and

reporting of computer-related media.
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Welcome New Clients
Alan J. Mandel LTD

American Superconductor Corp.
Bryan Cave LLP

Figliulo & Silverman, P.C.
Gladius Capital Management
Grant Park Securities

Hall Prangle and Schoonveld LLC
Interstate Distributor Co.

Klein Dub & Holleb, Ltd.
Mitsubishi International Corporation

Pattishall, McAuliffe, Newbury,
Hilliard & Geraldson LLP

Polsinelli Shughart P.C.

The Deratany Firm

The L&R Group of Companies
Tribune Company
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A Decade in Review

® » Continued from page two
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Around this time, we also launched our innovative flat

ComPUter Forensics SPeC|aI|StS -rate forensic investigative report, which provides
clients a preview of a userods
the end of 2008, we Iearned_that to becqme a_bank,

q What did they take? American Express ended their small business line of

credit program to qualify for TARP funds. Ours was
cancelled in January 2009.

l Where did they send it? 2009 reminded me in many ways of 2002. A

commitment to our clients and to innovation helped
T How did they cover it up? us through the last downturn and was effective in
helping us grow our business in 2009 when many of
our competitors collapsed or had severe reductions in
staffing levels. Most importantly, my family achieved

Call us at: permanence with the adoption of our children Braiden
and Mi chael . We j ust cel ebr e
888-427-5667 birthday and Braiden will soon be eight.
2010, wow, ten years! Life has changed significantly.
www.forensicon.com I am grateful to my family, staff, clients and friends

who have helped to make my journey this last decade
interesting and successful.

Contained herein are the opinions and observations of Forensicon, Inc., derived from our experience and research in the subject topics.
The content enclosed is not intended to impart definitive professional or legal counsel.
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